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FOREWORD

This Requlation is issued under the authority of DoD
Directive 5200.1, “DoD Information Security Program *“

Decenber 13, 1996. |t prescribes procedures for inplenentation
of Executive Order 12958, “Classified National Security
| nformati on, *“

April 20, 1995, wthin the Departnent of Defense.

DoD 5200. 1-R, “DoD Inf ormat ion Security Program “ June 1986,
I s hereby cancel ed.

This Regul ation applies to the Ofice of the Secretary of
Defense, the Mlitary Departnents, the Chairman of the Joint
Chiefs of Staff, the Conbatant Commands, the Inspector General of
t he Departnment of Defense, the Uniforned Services University of
the Health Sciences, the Defense Agencies, and the DoD Field
Activities (hereafter referred to collectively as “the DoD
Component s”)

This Regulation is effective imediately and is mandatory
for use by all the DoD Conponents. The Heads of the DoD
Conponents nmay issue inplenenting instructions when necessary to
provide for internal admnistration of this Regulation wthin
their respective Conponents.

Send recommended changes to this Regul ation through channels
to:

Principal Director, Information Warfare, Security and
Counterintelligence
O fice of the Assistant Secretary of Defense
Command, Control, Communications, and Intelligence
6000 Defense Pentagon
Washi ngt on, DC 20301- 6000

The DoD Conponents may obtain copies of this Regulation
t hrough their own publication channels. This Regulation wll be
published in Title 32, Code of Federal Regul ations (CFR), Part

<



159. The CFR is available in all

Li brari es.

this Regulation fromthe U S. Departnent

Techni cal
VA 22161.

Gover nnent Depository

Agencies and the public may obtain copies of
of Commerce, Nati onal

5285 Port Royal Road, Springfield,

“

Feder al

| nformati on Servi ce,

oo £,

Emmett Paige, Jr.
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CHAPTER 1
POLICY AND PROGRAM MANAGEMENT

Section 1

Policy

1-100 Purpose and Scope

a. This Regulation implements Executive Order
12958, Classified National Security Information, and
associated OMB directives within the Department of
Defense. It applies to all Components of the
Department of Defense. It establishes the Department
of Defense Information Security Program to promote
proper and effective classification, protection and
downgrading of official information requiring
protection in the interest of the national security. It
also promotes the declassification of information no
longer requiring such protection.

b. Thereis information, other than classified
information, that has been determined to require some
type of protection or control. This information is
generally known as “controlled unclassified
information.” Guidance concerning the protection or
controls required for such information may be found in
a number of DoD Directives, Regulations and
Instructions. However, since classified information and
controlled unclassified information often exist side-by-
side in the work environment, often in the same
document, the essence of available guidance pertaining
to controlled unclassified information has been
captured in Appendix C of this Regulation. The
purpose of the Appendix is to provide the user, to the
extent possible, a single source document for guidance
concerning both classified and controlled unclassified
information.

1-101 Policies

a. All personnel of the Department of Defense are
personally and individually responsible for providing
proper protection to classified information under their
custody and control. All officials within the
Department of Defense who hold command,
management, or supervisory positions have specific,
nondelegable responsibility for the quality of
implementation and management of the Information
Security Program within their areas of responsibility.
Management of classified information shall be included
as a critical element or item to be evaluated in the
rating of original classification authorities, security
managers or speciaists, and other personnel whose

1-1

duties primarily involve the creation or handling of
classified information.

b. Except for information subject to the Atomic
Energy Act of 1954 (as amended), Executive Order
12958 and this Regulation provide the only basis for
application of security classification to information
within the Department of Defense.

c. Information shall be classified only when
necessary in the interest of national security, and shall
be declassified as soon as is consistent with the
requirements of national security.

d. Information shall not be reclassified after it has
been declassified and officially released to the public
by proper authority.

e. Persons shall be allowed access to classified
information only if they (1) possess avalid and ap-
propriate security clearance, (2) have executed an
appropriate non-disclosure agreement, and (3) have a
valid need for access to the information to perform a
lawful and authorized governmental function. DoD
Regulation 5200.2-R contains detailed guidance on
personnel security investigation, adjudication and
clearance.

f. Classified information shall be protected at all
times. See Chapters 6 and 7 of this Regulation.

g. Classified information shall be maintained only
when it isrequired for effective and efficient operation
of the organization or its retention is required by law or
regulation.

h. Classified documents and material that constitute
permanently valuable records of the Government shall
be maintained and disposed of in accordance with DoD
Directive 5015.2. Other classified material shall be de-
stroyed in accordance with Chapter 6 of this
Regulation.

I. Special Access Programs shall be created,
continued, managed, and discontinued in conformance
with Chapter 8 of this Regulation.



Section 2

Program M anagement

1-200 Department of Defense

The Secretary of Defense has designated the
Assistant Secretary of Defense for Command, Control,
Communications, and Intelligence (ASD(C3I)) as the
senior agency official responsible for direction and
administration of the Information Security Program for
the Department of Defense. The Under Secretary of
Defense for Policy (USD(P)) has been designated as
the senior official responsible for administering that
portion of the DoD Information Security Program
pertaining to Special Access Programs (SAPS), the
National. Disclosure Policy (NDP), foreign government
(including NATO) information, and security
arrangements for international programs. These
officials shall perform those functions specified in
subsection 5.6(c) of Executive Order 12958 and
appropriate implementing directives for the Department
of Defense.

1-201 DoD Components
The head of each DoD Component shall:

a. Appoint a senior agency official to be respon-
sible for direction and administration of the program
within the Component. (The Component head may
designate a separate senior official to be responsible for
overseeing Special Access Programs within the
Component, if necessary.);

b. Commit necessary resources to the effective
implementation of the Information Security Program;
and

c. Establish procedures to ensure that the head of
each activity within the Component that creates,
handles or stores classified information appoints an
officia to serve as security manager for the activity, to
provide proper management and oversight of the
activity’s Information Security Program. Persons ap-
pointed to these positions shall be provided training as
required by Chapter 9 of this regulation.

1-202 Senior Agency Officials

1-2

The senior agency official appointed in each Com-
ponent in accordance with paragraph 1-201 a., above,
shall:

a. Oversee the Component’s Information Security
Program;

b. Promulgate (or cause to be promul gated)
implementing directives as necessary for program
implementation;

c. Establish and maintain a security education
program as required by Chapter 9 of this Regulation;

d. Establish and maintain an ongoing self-
ingpection program, to include periodic review and as-
sessment of the Component’s classified products;

e. Establish procedures to prevent unauthorized
access to classified information;

f. Develop specia contingency plans, as necessary,
for the safeguarding of classified information used in or
near hostile or potentially hostile areas;

g. Ensure that the performance contractor other
system used to rate the performance of civilian and
military personnel includes the management of
classified information as a critical element or item to be
evaluated in the rating of (1) original classification
authorities, (2) security managers and security
specidlists, and (3) al other personnel whose duties
include significant involvement with the creation or
handling of classified information;

h. Account for the costs associated with the
implementation of this Regulation within the
Component and report those costs as required; and

I. Ensure prompt and appropriate response to any
request, appeal, chalenge, complaint, or suggestion
arising out of the implementation of this Regulation
within the Component.



Section 3

Special Types of Infor mation

1-300 Restricted Data

Classified information in the custody of the
Department of Defense marked as Restricted Data
under the Atomic Energy Act of 1954 (as amended)
shall be stored, protected, and destroyed as required by
this Regulation for other information of a comparable
level of security classification. DoD policy and
procedures concerning access to and dissemination of
Restricted Data within DoD are contained in DoD
Directive 5210.2.

1-301 Sensitive Compartmented | nfor mation
(SCI) and Communications Security
(COMSEC) Information

SCI and COMSEC information shall be controlled
and protected in accordance with applicable national
policy and DoD Directives and Instructions. Security
classification and declassification policies of this
Regulation apply to SCI and COMSEC information in
the same manner as other classified information except
that Appendix D of this Regulation provides special
procedures for use in systematic and mandatory review
of cryptologic information.

1-302 Special Access Program Information

Information covered by Special Access Programs
established in accordance with Chapter 8 of this
Regulation shall be classified, declassified, controlled
and protected as required in this Regulation and in-
structions issued by officials charged with management
of those programs. The provisions of this Regulation
pertaining to classification, declassification and
marking apply, without exception, to Special Access
Program information unless waivers of specific
requirements are obtained in accordance with Section 4
of this Chapter.

1-303 North Atlantic Treaty Organization and
Other Foreign Government Information

North Atlantic Treaty Organization (NATO)
classified information shall be safeguarded in
compliance with United States Security Authority for
NATO (USSAN) Instruction [-69. Other foreign
government information shall be safeguarded as
described herein for U.S. information except as
specified in Appendix H or as required by treaties or
international agreements

Section 4

Exceptional Situations

1-400 Military Operations

The provisions of this Regulation pertaining to
accountability, dissemination, transmission, and storage
of classified information and material may be modified
by military commanders as necessary to meet local
conditions encountered during military operations.
Military operations include combat and peacekeeping
operations as well as other operations involving
military deployments. Classified information shall be
introduced into combat areas or zones, or areas of
potential hostile activity, only as necessary to ac-
complish the military mission.

1-401 Waivers to Requirements

a. Unless otherwise specified herein, DoD
Components shall submit requests for waivers to the

requirements of this Regulation through established
channdls, to the ASD(C3]) or, for information related to
SAPS, foreign government information (including
NATO) information, and security arrangements for
international programs, to the Under Secretary of
Defense (Policy) (USD(P)). The ASD(C3I) and
USD(P) shall be responsible for promptly notifying the
Director, Information Security Oversight Office of all
waivers approved involving E.O. 12958 and its
implementing directives.

b. Requests for waivers shall contain sufficient
information to permit a complete and thorough analysis
to be made of the impact on national security of
approval of the waiver. DoD Components shall
maintain documentation regarding approved waivers
and furnish such documentation, upon request, to other



agencies with whom classified information or secure
facilities are shared.

Section 5

Corrective Actions and Sanctions

1-500 General

Heads of the DoD Components shall establish
procedures to ensure that prompt and appropriate man-
agement action is taken in case of compromise of
classified information, improper classification of
information, violation of the provisions of this
Regulation, and incidents that may put classified
information at risk of compromise. Such actions shall
focus on correction or elimination of the conditions that
caused or occasioned the incident.

1-501 Sanctions

a. DoD military and civilian personnel shall be
subject to sanctions if they knowingly, willfully, or

negligently:

(1) Disclose to unauthorized persons in-
formation properly classified under this Regulation;

(2) Classify or continue the classification of
information in violation of this Regulation;

(3) Create or continue a Special Access
Program contrary to the requirements of this
Regulation; or

(4) Violate any other provision of this
Regulation.

b. Sanctions include, but are not limited to,
warning, reprimand, suspension without pay, forfeiture
of pay, removal, discharge, loss or denial of access to
classified information, and removal of classification
authority. Action may also be taken under the Uniform
Code of Military Justice for violations of that Code and
under applicable criminal law.

c. In case of demonstration of reckless disregard or
a pattern of error in applying the classification
standards of this Regulation on the part of a person
holding origina classification authority, the appropriate
official shall, as a minimum, remove the offending
individual’s original classification authority.

1-502 Reporting of Incidents

Whenever a violation under paragraph 1-501a ( 1),
(2) or (3), above, occurs, the Component Senior
Agency Official shall promptly notify the ASD(C3I)
through appropriate channels. The ASD(C3I)) shall
notify the Director, Information Security Oversight
Office, as required by paragraph 5.7(e)(2) of Executive
Order 12958. If the violation involves Special Access
Program , NATO or foreign government information, it
shall be promptly reported to the Assistant Deputy to
the USD(P) for Policy Support, who will be responsible
for al further notifications and appropriate
coordination.

Section 6

Reports

1-600 Reporting Requirements

a. The ASD(C3I) shall establish requirements for
the collection and reporting of data necessary to sup-
port fulfillment of the requirements of Executive Order
12958 and OMB and Security Policy Board imple-
menting directives. As a minimum, DoD Components
shall submit, on afiscal year basis, a consolidated
report concerning the Information Security Program of
the Component on Standard Form (SF) 311, “Agency
Information Security Program Data,” to reach the
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Principal Director for Information Warfare, Security
and Counterintelligence (PD(IWS&CI)), OASD(C3I),
by October 20 of each year. SF311 shall be completed
in accordance with the instructions thereon and
augmenting instructions issued by the OASD(C3I).
The OASD(C3I) shall submit the DoD report (SF311)
to the Information Security Oversight Office by
October 31 of each year. Interagency Report Control
Number 0230-GSA-AN applies to this information
collection requirement.



b. The USD(P) shall establish requirements for the
collection and reporting of data necessary to the proper
management of Special Access Programs within the
Department.

Section 7

Self-1nspection
1-700 General

Heads of DoD Components shall establish and
maintain a self-inspection program based on program
needs and the degree of involvement with classified
information. The purpose of the program shall be to
evaluate and assess the effectiveness and efficiency of
the Component’s implementation of the DoD
Information Security Program. Component activities
that originate significant amounts of classified
information should be inspected at least annually.



CHAPTER 2
ORIGINAL CLASSIFICATION

Section 1

General Provisions

Original classification is the initial decision that an
item of information could be expected to cause damage
to the national security if subjected to unauthorized
disclosure, and that the interests of the national security
are best served by applying the safeguards of the
Information Security Program to protect it. This

decision may be made only by persons who have been
specifically delegated the authority to do so, have re-
celved training in the exercise of this authority, and
have program responsibility or cognizance over the
information. The decision must be made in accordance
with the requirements of this chapter.

Section 2
Original Classification Authority

2-200 Policy

Information may be originaly classified only by the
Secretary of Defense, the Secretaries of the Military
Departments, and other officials who have been
specifically delegated this authority in writing. Dele-
gations of original classification authority shall be
fimited to the minimum required for effective operation
of the Department of Defense. The authority shall be
delegated only to officials who have a demonstrable
and continuing need to exercise it.

2-201 Delegation of Authority

a. Information may be originally classified Top
Secret only by the Secretary of Defense, the Secretaries
of the Military Departments, or those officials who
have been specifically delegated this authority in
writing by the Secretary of Defense or the Secretaries
of the Military Departments.

b. Information may be originally classified Secret
or Confidential only by the Secretary of Defense, the
Secretaries of the Military Departments, and the senior
agency officials appointed by them in accordance with
Section 5.6(c) of E.O. 12958 provided those senior
agency officials have also been delegated original Top
Secret classification authority. Senior Agency Officials
of the Military Departments may further delegate
original Secret and Confidential classification authority

2-1

as necessary to respond to requests received under the
provisions of paragraphs ¢ and d. below.

. Requests for original classification authority
for officias serving in OSD and the DoD Components
other than the Military Departments shall be submitted
to the ASD(C3I). These requests will specify the
position title for which the authority is requested,
provide a brief justification for the request, and be
submitted through established organizational channels,

d. Requests for original classification authority
shall be granted only when (1) original classification is
required during the normal course of operations in the
organization, (2) sufficient expertise and information is
available to the prospective original classification
authority to permit effective classification decision-
making, (3) the need for original classification cannot
be eliminated by issuance of classification guidance by
existing original classification authorities, and (4)
referral of decisions to existing original classification
authorities at higher levels in the chain of command or
supervision is not practical.

2-202 Required Training

Persons who have been delegated origina classi-
fication authority must receive training as required by
Chapter 9 of this Regulation before they can exercise
the delegated authority.



Section 3
The Original Classification Process

2-300 Overview

In making a decision to originally classify
information, designated DoD original classification
authorities snall:

a. Determine that the information is owned by,
produced by or for, or is under the control of the U.S.
Government;

b. Determine that the information falls within
one or more of the categories of information listed in
subsection 2-301, below;

c. Determine that the unauthorized disclosure of
the information could be expected to result in damage
to the national security and be able to identify or
describe the damage;

d. Select the appropriate level of classification
to be applied to the information, based on a judgment
as to the degree of damage that could be caused by
unauthorized disclosure;

e. Determine the appropriate declassification
instructions to be applied to the information; and

f. Communicate the classification decision as
required by subsection 2-306, below.

2-301 Eligibility for Classification

Classification may be applied only to information
that is owned by, produced by or for, or is under the
control of the United States Government. Information
may be considered for classification only if it concerns
one of the categories specified in Section 1.5 of
Executive Order 12958:

a. Military plans, weapon systems, or
operations;

b. Foreign government information;

c. Intelligence activities (including special
activities), intelligence sources or methods, or

cryptology;

d. Foreign relations or foreign activities
of the United States, including confidential sources,

e. Scientific, technological, or economic
matters relating to the national security;
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f. United States Government programs for
safeguarding nuclear materials or facilities; or

0. Vulnerabilities or capabilities of systems,
installations, projects or plans relating to the
national security.

2-302 Possibility of Protection

The origina classification authority must determine
that, if classification is applied or reapplied, there is a
reasonable possibility that the information can be
provided protection from unauthorized disclosure. (See
paragraph 2-402d. and e., below.)

2-303 The Decision to Classify

a. The decision to apply classification involves two
sub-elements, both of which require the application of
reasoned judgment on the part of the classifier. The
first is the determination that the unauthorized
disclosure of the information could reasonably be ex-
pected to cause damage to the national security of the
United States, and that the damage can be identified or
described. It is not necessary for the original classifier
to produce a written description of the damage at the
time of classification, but the classifier must be pre-
pared to do so if the information becomes the subject of
a classification challenge, a request for mandatory
review for declassification, or a request for release
under the Freedom of Information Act.

b., The second step in this decision is to determine
the probable operational, technological and resource
impact of classification.

c. If thereis significant doubt about the need to
classify information, it shall not be classified.

2-304 Leve of Classification

Theoriginal classifier, again using reasoned
judgment, must determine which level of classification
IS to be applied. If there is significant doubt about the
appropriate level of classification, the information shall
be classified at the lower level.

a, Top Secret shall be applied to information the
unauthorized disclosure of which reasonably could be
expected to cause exceptionally grave damage to the
national security that the original classification
authority is able to identify or describe.



b. Secret shall be applied to information the unau-
thorized disclosure of which reasonably could be ex-
pected to cause serious damage to the national security
that the original classification authority is able to
identify or describe.

c. Confidential shall be applied to information the
unauthorized disclosure of which reasonably could be
expected to cause damage to the national security that
the original classification authority is able to identify or
describe.

2-305 Duration of Classification

At the time of original classification, the origina
classifier must make a decision about the length of time

the information shall require the protection of security
classification. The specific options available in making
this decision are discussed in Chapter 3 of this
Regulation.

2-306 Communicating the Decision

An original classification authority who makes a
decision to originally classify information is responsi-
ble for ensuring the decision is effectively com-
municated to persons who will be in possession of the
information. This may be accomplished by issuing
classification guidance, discussed in Section 5 of this
chapter, or by ensuring that a document containing the
information is properly marked to reflect the decision.
Marking of classified documents is covered by Chapter
5 of this Regulation.

Section 4

Special Considerations

2-400 Compilation

In unusual circumstances, compilations of
information that are individually unclassified may be
classified if the compiled information reveals an
additional association or relationship that a. qualifies
for classification under this Regulation, and b. is not
otherwise revealed by the individual information.
Classification by compilation must meet the same
criteriain terms of justification as other original
classification actions. (See paragraph 5-206¢ and
subsection 5-302, below, for marking requirements.)

2-401 The Acquisition Process

Classification of information involved in the DoD
acquisition process shall conform to the requirements
of DoD Directive 5000.1, DoD Regulation 5000.2-R,
and DoD Regulation 5000.2-R as well as this chapter.

2-402 Limitations and Prohibitions

a. Classification may not be used to conceal
violations of law, inefficiency, or administrative error;
to prevent embarrassment to a person, organization, or
agency; or to restrain competition.

b. Basic scientific research and its results maybe
classified only if it clearly relates to the national secu-

rty.
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c. Classification may not be used to prevent or
delay the release of information that does not require
protection in the interest of the national security.

d. The reclassification of information which was
once classified but was declassified and officialy
released to the public is prohibited.

e. Information may be classified or reclassified
after receipt of arequest for it under the Freedom of
Information Act, the Privacy Act of 1974, or the man-
datory review provisions of E.O. 12958 only if it is
done on a document-by-document basis with the
personal participation or under the direction of the
Secretary of Defense or Deputy Secretary of Defense,
the Secretary or Under Secretary of a Military
Department, or the senior agency official appointed
within OSD or a Military Department in accordance
with Section 5.6(c) of E.O. 12958.

f. Information that is a product of nongovernment
research and development that does not incorporate or
revea classified information to which the producer or
developer was given prior access may be classified only
as provided in Section 6 of this chapter.



Section 5
Security Classification and/or Declassification Guides

2-500 Policy

A security classification guide shall be issued for
each system, plan, program, or project in which clas-
sified information is involved.

2-501 Content
a. Security classification guides shall:

(1) Identify specific items, elements or
categories of information to be protected;

(2) State the specific classification to be
assigned to each item or element of information and,
when useful, specify items of information that are
unclassified;

(3) Provide declassification instructions for
each item or element of information, to include the
applicable exemption category for information ex-
empted from automatic declassification;

(4) State a concise reason for classification for
each item, element, or category of information that, a a
minimum, cites the applicable classification
category (ies) in Section 1.5 of E.0.12958 (See
subsection 2-304, of this Regulation, above;

(5) Identify any special handling caveats that
apply to items, elements, or categories of information;

(6) Identify, by name or personal identifier and
position title, the original classification authority
approving the guide and the date of approval; and

(7) Provide a point-of-contact for questions
about the guide and suggestions for improvement.

b. For information exempted from automatic de-
classification because its disclosure would reveal
foreign government information or violate a statute,
treaty or international agreement (see subsections
4-202 and 4-301 of this Regulation, below), the guide
will identify the government or specify the applicable
statute, treaty or international agreement as appropriate.

2-502 Approval, Distribution and Indexing

a. Security classification guides shall be approved
personally and in writing by an original classification
authority who is authorized to classify information at
the highest level established by the guide, and who has
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program or supervisory responsibility for the
information or the organization’s Information Security
Program.

b. Security classification guides shall be distributed
by the originating organization to those organizations
and activities they believe will be derivatively
classifying information covered by the guide.

c. One copy of each guide shall be forwarded to the
Director of Freedom of Information and Security
Review, Office of the Assistant to the Secretary of
Defense for Public Affairs. Guides that cover SCI or
Special Access Program information and that contain
information that requires special access controls are
exempt from this requirement.

d. Two copies of each approved guide (other than
those covering SCI or Special Access Program
information, or guides determined by the approval
authority for the guide to be too sensitive for automatic
secondary distribution